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Abstract: 

The increase in the use of MANETs, networking technologies, and other communicat ion tools for data transferring from one system 

to another system is creating the loop holes for the attackers to attack the system because the security considerations is low. The 

growth for other emerg ing technologies such as IoT and mobile data communication systems are in demand for security purposes.  A 

method for min imizing the Gray-Hole attack in an AD-HOC network is important for better data recovery. This attack do not function 

after the attack has commenced, it uses the internal knowledge of the AODV routing protocol and prevent the Gray -Hole attack. 

AODV routing protocol is optimized to get the better data identification and data retention. This simulation will decreas e the data loss 

up to the level of the data which is to be transferred. 
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1. INTRODUCTION 
 

1.1 Ad-Hoc Networking 

The usage of networking and communication protocols is 

increasing with the growth of population and as well the security 

is also increasing to prevent any data loss that occurs during the 

data to be sent from one system to another system. Our focus is 

to simulate the networking properties for easy data retrieval and 

to identify the data which is to be transferred through the 

shortest distance from the path to other paths. Though there are 

many attacks like flooding attacks, spoofing attacks, replay 

attacks, black hole attacks, colluding mis relay attacks and many 

other attacks which leads to misappropriate data communication.  
 

1.2 Black hole attack and gray hole attack  

Black hole attacks is also generally referred gray hole attack 

which means that in a MANETs network a malicious node 

which is able to discard the messages or all messages without 

any proper guidance to the user. This type of attacks will lead to 

discarding of all the messages without knowing to the user and 

the user may not be aware of the nodes and the messages that are 

passing to the network. The user only knows the attack and not 

the node where the attack has encountered. 
 

1.3 Gray whole attack prevention 

Of the two attacks the most devastating attack is gray hole attack 

as it doesn’t   provide the information about the damaged data 

and the operation that has to be performed is greatly reduced and 

it doesn’t give any relevant information about the nodes that has 

to be discarded and it makes difficult to identify the nodes. For 

this purpose AODV algorithm provides the methods for ensuring 

the data to be broadcasted to the nodes that has been involved in 

the system. 
 

2. RELATED WORKS 

 

In this section we will discuss about the existing systems for the 

gray whole attack prevention methods. 

2.1 Contradiction Based Gray-Hole Attack in Ad-Hoc 

Networks 

In recent papers,[1] Nadav Schweitzer, Ariel Stulman, Member, 

IEEE, Asaf Shabtai and Roy David Margalit proposed a method 

for gray hole attack detection. But it doesn’t satisfy all the data 

that has to be sent. It has the disadvantages such as Doesn’t 

inform the source about the data failure.It can’t identify the 

correct destination node, Time consumption is high, Packet’s 

efficiency is low. 

 

2.2 Intelligent OLSR routing protocol optimization for  

VANET's  

In this paper,[2] C. Adjih, D. Raffo, and P. Mühle proposed a 

system for identifying the node data and to find the efficiency of 

the node which is to be sent to the other system nodes. It has the 

disadvantages such that it rectifies only after the attack,finding 

shortest path is not possible, t ime consumption is high. 

 

2.3 On demand Distance Vector Routing 

In this paper,[3] E. Gerhards-Padilla, N. Aschenbruck discussed 

about the distance vector routing protocols for nodes to identify 

the data that has to be sent through the network Avoidance of 

selecting a suspected node as a sole MPR, which is the crux of 

DCFM, main ly prevents the gray-hole attack. There are, 

however, two additional venues in which a malicious node can 

circumvent DCFM based protection:(1) when it is a natural 

candidate for passing data from ADJ2(v) to v; and (2) when 

topology restraints require that it be appointed as sole MPR, i.e., 

when there is no other connection to some node. 

 

 

2.4 Using AODV algorithm to maintain the table and data 

The AODV algorithm provides the table which contains the 

informat ion about the nodes and it doesn’t provide the 

informat ion about the data which is to be discarded from the data 

table. Further optimizing this algorithm provides the table with 
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the malicious node, the distance from one node to another node 

is all set together for identification of nodes that the data has to 

be sent to the other system. This takes lots of space in the data 

memory and not to identify the data that is to be transferred to 

the other systems. It also reduces the time for data sending and it 

sends the data in a proper manner to the data that the system has 

to get. All the data that has to be managed by the table should be 

maintained and updated carefully and it should be kept under 

secured data centres. 

 

2.5 Motivation 

In previously discussed sections  there are different methods  

used for the identification of malicious node and detecting the 

node which is not functioning according to the user. In the 

existing systems the data that is attacked by the attacker is not 

known. It also takes more t ime to identify the node. The data 

transfer rate is less. The efficiency of the data is also reduced. It 

also has the drawback that it does  not identify the malicious 

nodes. By optimizing the AODV algorithm malicious node is 

identified and the data that has to be transferred is sent through 

the shortest path. Thus the AODV algorithm is optimized and 

used for detecting and data transfer. The use of AODV algorithm 

enables the user to use the data in different formats for the 

retrieval of data from damaged part.  

 

3. PROPOS ED S YS TEM 

 

The growth of network technologies is the reason for the 

attackers to attack the system. The system is developed for 

network sharing properties but the setup has disadvantage and 

drawbacks thus allowing the attackers to attack the system. By 

including AODV algorithm we can detect the node and also 

transfer the node to the receiver through shortest path.The 

modules are listed below in the fig1.  
 

 

 

 

 

 

 

 

 

 

 

 

                              Figure.1. Block diagram 

 

3.1 Cluster formation 

The proposed system suggests to add a new field to the RREQ 

control packet named Processing Node ID (PN_ID) field.It will 

form the clusters based on the nodes like sender and receiver.  

This field will be used to store the value of IP of the intermediate 

node that processes the RREQ. The source node will keep this 

field empty when it initiates the route request and forward the 

RREQ packet. It will keep a copy of its own RREQ.              

                                                   

                                PN_ID 

IP address Length 

Next node details  Previous node details 

                           Figure.2. PN_ID data storage 

 

3.2 Broadcasting RREQ 

If the node is an intermediate node, it is required to send the 

RREQ back to the originator node by adding the value of its IP 

address to the field named PN_ID. This process is to be done by 

all the source node and intermediate nodes. 
           

 

 

 

 

 

 

   Figure.3. Data requesting and processing 

 

3.3 Storage in cache memory 

The source node and the intermediate nodes will store the values 

of the received RREQ v iz, Destination sequence Number, 

Destination IP address, PN_ID  its own cache memory if it is a 

new RREQ. If the RREQ has already been processed, it will 

discard it. 

                          CACHE MEMORY 

Destination 

sequence number 

Destination IP 

address 
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                     Figure.4. Cache memory storage  

 

3.4 Comparing with received RREQ 

Once the RREQ reaches destination node, it will send the RREP 

back by unicasting. The nodes which get back the RREP will 

compare the values of the already stored RREQ fields in the 

cache i.e. Originator IP address, Originator Sequence Number, 

Destination Sequence number, Destination IP address and 

Timestamp with the values in the RREP. If it matches, the nodes 

can be sure that a secure route is established and all the nodes 

are trustworthy. 

 

3.5 Detection of Gray hole  

If a Gray hole node is detected, because of its behavior, the data 

packets are not forwarded to it and either a new route Discovery 

is initiated or next available node having optimal path is used to 
forward the data. 

A gray-hole attack is the extension of black-hole attack which is 

used to bluff the source and monitoring system by forwarding 

the received packets. The node is maintained with the node id 

and it is to be transmitted to the near neighboring node id. The 

table is maintained to store the values of the node details. The 
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details is stored and checked for the node corrections. The data is 

preserved in this AODV algorithm and all these data must be 

stored to identify the loss  in data. The attackers uses selective 

data packet dropping method to behave as the system's genuine 

node and then try to indulge into full communication. These 

methods are to identify the malicious node and then not to 

rectify them. The Gray- whole malicious node acts as a node and 

then enters into route discovery process and then update the 

source routing table as shortest path. Afterwards, the source 

always considers the malicious node as a next hop node and 

forward packet to same. Malicious node and the it identify all the 

incoming nodes as a node from source node but drop on based 

on the random basis. 

 

4. EXPERIMENTAL RES ULTS 

 

Fig 5 shows the node description and the attacker details. 

 

 
          Figure.5. a. Cluster formation of nodes 

 

 
       Figure.5. b. AODV algorithm 

 

4.1 Performance Analysis 

 

A.Simulation 

In communication system and computer research, network 

simulation is a technique where a program models the behavior 

of a network either by calculating the interaction between the 

different network entit ies (hosts/packets , etc.)  Using 

mathematical  formulas, or actually capturing and playing back 

observations from a production network. The behavior of the 

network and the various applications and services it supports can 

then be observed in a test lab; various attributes of the 

environment can also be modified in a controlled manner to 

assess how the network would behave under different 

conditions. 

 

B. Improvement analysis 

To better understand the improvement obtained by IMP, we 

analyzed the different causes for dropped packets. This allowed 

us to pinpoint the decrease of dropped messages due to IMP as a 

percentage of all previously The bar-chart of depict a dissection 

of discarded messages in a 30-node network without any 

movement. For each attacker class (the PSV attacker isn’t shown 

as its results cannot be influenced by IMP) we examine the 

results when under attack (UA) without any protection, with 

DCFM active (DCFM), and when IMP is active as well (IMP). 

The different reasons for un-successful communication. In 

addition, we also show the percentage of packets that do arrive 

with DCFM or IMP in place, which denotes the percentage of 

saved packets (SP). 
 

 Table 1 Data during attack impact used in  a traditional 

method 

 Existing Method Proposed Method 

Nodes PSV RND 1HOP PSV RND 1HOP 

30 0.1 0.2 0.1 0.02 0.12 0.05 

40 0.5 0.15 0.12 0.03 0.12 0.08 

50 0.95 0.12 0.1 0.05 0.05 0.02 

 

 
Graph 1 Existing method 

 

 
 

Graph 2 Proposed methods  
   

 5. CONCLUS ION AND FUTURE WORK 
 

Our simulat ion results show a decrease of up to 51%  in 

previously dropped packet, greatly minimizing  gray-hole attack 

effectiveness.It can easily identify the failure node,Time 

consumption is low ,Packet’s efficiency is high,High security 

data transmission then we hypothesize that remaining work for 

minimizing the gray-hole attack will be done. 
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